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February 12. 2015 
Via US ECFS 

Marlene IL Dortch, Secretary 
Federal Communications Commission 
445 l21

h Street S.W. 
Washington, D.C. 20554 

RE: APXnet 
Form 499 Filer ID: 823910 
Annual Customer Proprietary Network Information Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprietary Network Information ("CPNI") 
Compliance Certification; EB Docket No. 06-36, filed on behalf of APXnet. 

Please do not hesitate to contact me at 407-260-1011 or markrft>:csilongwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

Mark G. Lammert, CPA 
Tax Preparer for A PXncl 

cc: APXnct 
file: APXnet - PUC - PCC 



I. 

"1 \ TE\IF"IJ r 01- POLICY IN TREA 1 \lf."1 OF 
( l S f'0\1EI~ Pl~OPRIF.1 ARY '.'JETWORI\'. I ' FOln 1A 110~ 

ll 1:-. \J>Xnel 1h1.•rcalkr n:k1TcJ to .is '·!\PXnct ) poltc) m't to usc Cl'NI fur ,Ill\ acttvit\ 
other than p1.·rmllte<l h) l<m. \n~ J i,dosurc of CPN I to other pnnks (such as aniltall:s. 
\end11r:-. anJ agents) 01.1..urs onl) if it is ncccssar) tn conJt11.·t ,1 kgi1imut1.· hus111.ss 
acti\ ity related to the scr\lccs alrcad) prm idc<l hy the rnmpan 10 the cu:-to1uc1. II tic 
Comp:lll) is not rc4um:<l h) l.t\\I to d1sdose the C'PNI Ol ii the mlentle<l us1.· dn1.·s not fall 
\\ithin '''it~ ut' th1.· c.ir\1. outs. the Compan) \\ill first oh1ain th1.· cust11mc1·-. c111N.:nt prior 
to usrng CPN I. 

\P\'.nct fol lo\\'> industry-standard prm.:ticcs to pn:vcnt unm1thon11..•d acn:ss 10 <.. J>NI h) a 
p1.'N'l1 other that thl.' subscriber 01 \PXnct I lowcver. APX111.:·1 c. mm>t guar.mtcc hat 
the ... 1.• practices '' i 11 pre' en! e\ cr) unaut hon 1c<l attempt to ,1cc css. l :-;1.·. ur d 1sc k>sc 
pl.'rsonall) identiliahlc mlormat ion. I herclorc 

J\. If Jn unautlwr11cd <lisclosun: were to occur. t\l'\nd -.h.11 pro' 1d'-· 11011fication or 
thl.' breach" 1th1n ... c.:n!n <7l da)'~ to the l nitc.:J ~t lies Sec. 1.;t ~c.:n 11.I.' r·t \'-I~ .. ) .111d 
thl.' I cdc.:1,tl Hur1.·au ol ln\e:-.t1gation ( .. l·BI .. ). 

B. APXn1.·t shall \\a=t an ad<l1tiunal !>C\ cn (7) da)' from its g0\crnmc111 1 t1cl.' prior 
IO not i f ~ ing the alkctcJ 1,:usturnl.'rs or the brcueh 

<.:. '\ot\\ ithstandmg. the prn' isions in subparagraph B ah<ne. A PX net hall not ''ait 
the .iddit hmal 'e'en (7) davs to noti I) its customers i I \PX net cktermin'-·s ther1. 1-. 

an immediate nsJ.. of 1m:pan.1hlc harm to the customers. 

D. t\PXnet shall maintain rccon.ls or diSl.:O\cred brl:achcs lor .1 pcrwd ,,r ,11 lea.st t\\O 
1:)) l.'ars. 

~ . All ernplo)1.·cs '"ill hc trained .1-. In when thc) an:. and an: nut. authori11.·d t<1 use CP'll 
upon cmplo)' mc.:nt '" ith thl.' ( ompan) and annual!) thcrcancr. 

A. Spedlicall). AP.Xnet shall prohibit its pcrsonnd from rl.'li:a ... 1ng ( PNI based upon 
1 L 1-.hm11.'r-in11r1ted tekphonc call cxcc.:pt under th1.• fol lo \ 111g three (~I 

cm.:rnnst•llll:l.'S 

I. \\'hen thc u1swmer has pre-established a password . 

., \\ hl.'n thl.' infonnation rc!qul.'sll:J h) thl.! cushir11cr 1s to he -.1.!nt tu the 
CllSIOlllel 's aJJn.:S!'> or rc.:cord. or 

~ . \\ hl.'n \l''\nd c. tlls the customer's telephone: numhcr ol 1ccord and 
d1-.cusscs the information \\ith the part) 111iti all~ kkntilied h) eustomn 
\\ hl.'n sc.:1 vit·e was initiate<.!. 



B. \P'\111.·1 may \Isl' ( ·p\i( for the following purposes: 

• Tn initiate. rcmkr. maitll<tin. n.:pair. hill an<l colh:1.:1 tor sen 11:l:s: 
• fo pm1c1.:t its propcrl) rights: or to protect its suhsn1hc:r· 11 other earners 

rrom lrau<lukm. abusi\c or the unla\\ ful use 111 or sub. c1iptil1n to. such 
Sl'I'\ Kl"'. 

• Tti prm 1Jc inhounJ tckmarJ..ding.. referral M administrnth c ~lT\ iccs tn 
thl· t..Usttimcr Juring a customer initiatl·J call unJ with till' rnstomcr's 
inlmmc<l con:-.ent. 

• T11 marlo-ct <lll<lititinal sen ices to cu~tomcrs that ,m: '' ithin thc s~1mc 

cah:µo1tl'' or sci"\ ice to '' hich the cuswmcr al read) subsc11hcs: 
• I 11 marJ..ct services fonncrl) known as ad.1uncH11 has1c 'il'I\ ices: .ind 
• T11 m.trJ..ct additional sen ices to customers \\Ith thl rclllpt ol infom1cd 

consent 'in thi: use of opt-in or npt-nut. as appltl·ahk 

4. Prior II• all<l\\ing ~u:ccss to Customers· 111J1\ 1 Ju~1ll) iJcntiliahk CPN I to 1\P.Xncts· joint 
\'Cnturcrs ur inJcpl'n<lcnt contra..:tors. \l'Xnct will require. 111 tHJl.'r to sat\:guard that 
in fnnnat i1in their ent r) 11\lo ho th con liJcnllal it) agrt!ement' that cnsurl.' com pl iancc \\ ith 
1hi.... StatCllll:lll and shall uhtuin op1-in consent from a cusloml·r prior to disclosing the 
1nforma11nn In adJitinn. i\P'<nct req uires all outsiJc lkak·rs a11J \gents to 
ad.1H1\\kdgc anu t..l.'rtif) that lhl.') mny onl) use CPNI for thl' purpose ti11 \\hich that 
infi.111n.iti()ll has been prO\ 1Jcd. 

:' . ,\P'\ncl rcq11in:s l'\prcs .... \\Tittcn authorinllitm from the customa prior to dispensing 
( P'l to Ill'\\ c:11nl'f''. l.'\ccpt a' othcn\1se rc4u1rctl h) la\\ . 

(l \P\m:I d<11:s nut marh·l. share 11r othcrn isc sell CPNI infonmttion wall) 1hi1d pan: 

7 \P\m:t nM11H;uns a rcnmJ of its 0\\11 anJ its artiliatcs· sak:-. ,111d marh·ting 1..ampaigns 
that use \P'\ncts' l'Uslurncrs· CPNI. ·1 he l'l'cnrd will induJl· ,1 Jl.',uiption of cuch 
l'ampa1gn tl11.· spccrlk <.PNI 1hat \\as used in Lhc campaign anti \\Int pn,ducts anu 
Sl'f\ ices \\l.'ll' o llcrl·d as part of thl.' c::11npnig11. 

\ Pnoi n1mml.'ncc:mc111 of a sulc:-; or markctin~ campaign that u11lil'l.'S ( P'I. 
, \P '\nl.'t cstahlishcs the status or a customer's CPI\ I appro\'al. The l\,llo\\ ing sets forth 
the prnccdurl' lolhmcd b) /\PXncl. 

• Prior 10 any solicitation for cus1omer apprO\al. \J>\11ct \\ill notify 
l.'Uslomcrs or their right to rl.'stricl the use ol. di .... <.:h1sun.: 111'. and acct:ss tn 

thci1 CJ>NI 
• t\P:\nct \\ 111 us~ 1.1pl-in appmn1I for an~ mst.rnn: 111 \\h ch 1\P"\nct must 

nhtain cu~tom~r appro,al prior to using. disclosing. or p~rmillin~ 1ccc~s to 
C'PN I. 

• 1\ c11s1omcr " appro\'al or Jis,1ppro\'al remains 11 \!rtcct until thl.' customer 
revokes ur l11nil!'> such appro\'al or disapproval. 



• Rccor<l!i of:.tppn)\ als an.: muinlainc<l lor at least one year. 
• /\J>Xnct prmickl-> 111di,idual notice to customer::~ \\hen s11l11.: 11i11g apprtnal 

lo use. Jisclnsc. or pcnnit access to ( 'PNI 
• l"ht: conh:nl of ,\PXne1·s CPNI notices comply \\ ilh H:t ruk 64 2008 (c). 

8. ,\PX net has implemented a system to ohtain approval and in ft>m1c<l l.onsclll from its 
custonH:rs pnor to the use or CPNI for marketing purposes. !"his systems allmvs for the 
status ul a cus1rnne1" s CPN I apprm al 10 he clearly cstahlishcd pnor to the use of CPNI. 

9. \PX net has u super<is<H) re' icw process regarding compliance "1th th<: ( PNI rules for 
outhnund marketing situations and will maintain compliance n:eor<ls for at least one year. 
S1)ecilically \PX11c1s· saks rcrsMncl will obtain express apprmal nr any proposed 
outhounJ mar!...cting request for cu'\tomcr approval of' the use ,,1 CPNI by ·1 he Gcncml 
C mmscl or \PXnct. 

IO. 1\P:Xne1 fl<)lilh:s customers immediately nr any account changes. incluJing aJc.lrcss of 
n:corJ. authcntkation. onlinl' account and password related t..h,mgcs 

11 . l\ PX1w1 llltl\ negotiate: altcrnati\c authcntical1011 procl:c.lurcs lor sl:n 1ecs 1ha1 /\PX net 
pwvi<lc:. hi bus iness customers that ha\ c a c.kdica11.·J account rcprcsc11tal1 vc and a 
cumnlct Ihm spccilically addresses /\PXncts· protection of CPNI. 

12. i\PXn .. ·1 ''prepared l\1 provide wriucn notice within five business davs l<.l thc I ( C uf any 
instance "here the opt- in mechanisms <ln not \\ ork propcrl ~ In such a degree that 
consumer's 1nabilil) t<1 opt-in is more than an anomaly. 



Datc I i lc:<l · 

·\ NNl 1 \ L ~7 ( .F.R S: 6~.2009 (r) CPNI Cl~RTIFIC'ATION FOi{ 2015 
l:B Docket 06-36 

.lanuu~ 28. 20 I 5 
\:amc ot'Compan) .. \P'.'\net 
I 1mn l99 Fikr ID· 82 NI o 
\lame l>f ~1g.naWr) · I kith Burns Wood 
I itk or ~ign;uor~. v iLl: PrcsiJcnt & C< ><> 

I. I k1d1 Burns\.\ nod. ccrtil\ that I am an ofliccr of the company muncJ ahove .• ind .1ctmg ~1s an 
agent or th~ company. that I have pcrs<H1al kno" ledge that the com pan)- ha-. established 
l>pernting prl>Ccdures that arc adequate to ensure compliance with the ( omrnission · s CPNI rules. 
:-i1.•e .p (' r. R. &64 2001 {'/ seq 

\tt.1ched to this certification io;; on accompanyi ng statcmcm explainmg hov. the Lompan) 's 
pmccdurc!'> cn-.un: that the company is in compliance" ith the requirements set torth in 'icclion 
64 ..,001 t'I 'e'f · 1>f thc Cnmmiss1on"s rules. 

I hi.' wmpan) htl'> not tal..cn an) actions Cpnicc1.:d ings insLitu1cJ l'r pl:lil1011' Ii led by .i L'1>mpany at 
either ·tmc t:<'mm1ssinns. the court S):-;tcm. or al the Commis.'\ion against <lata brnl..crsl against 
data hmkcrs in the past ~car. 1 he steps the company has taken to protel'.t CPN I 1ndlll.k up<luting 
its C' P"\11 prm:ticcs an<l procedures and conducting new training designc<l In ensure compliance 
with the I ('(" s modi ficd CPNI rules. 

l h.~ com pan) h'1!o> not n.:cch c<l an) customer complaints in the past yca1 c11nce1 nmg thc 
u1rnutlw1ve<l n:lca:-;c of CP~ I. 


